'Lxgc bubbie dome hidn; on vonicai mbi“zar ot Nny/Gmmmn EA-68 conwns receivers lnd six antennas for ALO—99 !acﬁcul ]ammlng
" system. Fairings visible on vertical stabilizer below the large dome dome contain low fnquoncy band ECM receiving nntennas Antenna tor ALQ-

100 decaption ECM mtam is visible pro(ruding from feft outboard pyioﬂ

ECM designers got their w15h for choxcc

" aircraft location by having the passive de-

tection system antenna housed in the

E-2C’s elongated nose, with the aircraft’s

_radar housed in a rotaling dome above

. shaft angle encoder.
s EP3E Collectlon—chcn Lockheed

the fuselage. The E-2C has no self-de- -
- fense ECM because it will not operate in

a terminal area.

Amgcom’s system is believed 10 use the

companys binary beam broad band di-
rection measuring concept that offers
high direction-finding accuracy with the
electrical equivalent’ of a binary-coded

P-3A and two P-3B ASW -pafrol aircrafl

.. are being modified by Lockheed Aircraft

into electronic surveillance vehicles, re-

placing NaV)/Lockher;d EC-121M sur-
veillance aircraft, for world-wide shad-
owing of the Soviet fleet

craft’s engines are replaced by Allison

and signal.
mtelhgcncc (sigint) collection- “The air---

. TASES-—Naw is expected to start a

long-anticipated competition this month

for its tactical airborne signal exploitation

system ~{TASES) to " supplant »Garrier-
borne McDonnell Douglas EA-3B and
land-based Lockheed EC-121M or its in-
“terim EP-3E-teplacement. The- TASES
-system will perform highly accurate,
—longrange elint-missions, supplying pre=—
cision direcuon finding, automatic signal
sorting and precaision pulse repetition and
1rcqucncy identfication."Advanced signal
,acquxsmon and direction finding _tech-.
niques developed in Navy's Big Look Im-
provement program. which employs a
United Technology Laboratory elint re-
_ceiving system and a Sperry Rand Univac
applied to TASES. Aircraft competitors
for the TASES role are likely to include
the Lockheed S-3A and Grumman E-2,
or its proposed. counterpart to lhc S- BA
the VCX.-

-lighter weight elint receiving system and

computer in a Lockheed EC-1217may be-—concepts-are- also-analogous; side- lookingissal L e

e

RRAPBUATH PR
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the UHF region up to J band. Tt can de-
tect Soviet Squat Eye AAA. acquisition
radars at ranges of pcrhaps 25 mi. with’
_modest_accuracy using _direction-of-ar-
“rival lcchmqucs /Army Tow is consid-
ering a Quick Ldok 2 program to use a-

to sharpen accuracy of emitting target lo--
-tation-Quiek Look 2 wouldusethedater =~
Mohawk OV-1D, taking advantage of the
improved accuracy its Litton ASN-86
inertial navigator gives the’ aircraft. In
. Quick Look, collected data can be. pro-
cessed in the air or relayed via real-time
wideband data link to the ground, in a
manner analogous to the sequence on
side-looking radar missions. The mission

radar missions locate tanks; Quick Look
identifies AAA radars protecting or ac-
quiring targets for tanks and AAA self-
-propelled weapons carriers. & 5 =5
Failure of the Army to 1mplcmcnl this

s i

T=56=A- 14 (UFb60 props used in e P-3C;~
-its wings beefed up; its fuselage modified

and a new landing gear installed. Gross
takeofl weight is increased to 142,000 1b.

. from.127,500 {b. A tail cone antenna re-

places its charactenstlc magnetic anomaly

to0 = Main external f:amr:s
are a_}ctractable elhpucal radome con-
taining a high-power radar transmitting

‘.xhrough a ]7 by 4-ft. orange-pe<l para-
_ bolic antenna. Its upper and lower ca-

Tioes, titted to the fuselage. contain re-
ceiving antennas. A high=frequency (HF)
dog-leg antenna stretches. from the for-

ward fuselage to the vertical stabilizer.
- thereby -achieving good isolation. Inside;

the crew station remains untouched with

places for the crew of pilot, Topilot, flight
- engineer, radio operator and 1’13\‘[23'01

—'F,nk*pz—g-mwf—l_”—._——vv* e
1 it
erating consoles, momtcmnc' and recard-

“ooing uvnal intercepts, plus capacxw for a

relief crew of another 13 men. an increase

of 13 men over full P-3A load.

ATy OeiaEdiy 13 zeuim 3ErEdTIn
ECM both for aircraft sclf«protccuon and
such other functions as detection by air-
craft of AAA acguisiton radars for artil-
lery direction. The Mchawk OV-1D sur-
veillance aircraft carries ‘the older
Hallicrafters ALQ-80 radar jamming pod
and the GTE Sylvania ALQ-67 fuze jam-
meT on its,outer wing stations. Antennas
charactenistic of the Ttek JAPR-25 radar
Warning rececivers are visible on the air-
craft’'s wing tups and tail, pr:sumabh for
SA-2 missile warning.

Two Quick Look I aircraft, Mohawk
OV=1C carrying 800 Ib. of United Tech-
nology APQ-142 clint receiving system.
including tvo long pods on outboard
wing stations-and [0-fL long wing- an-
temnas. are in Europe. Like the OV-l
side 1 =g radar missions the-Quick

-ously may be attributable in part to a

mands needrelint data quickly as well as -

. warnmg and evasive maneuVers to escapce

Kind ol -activity sodner and more VIgor-

conflict in mission between the regular
Army and the Army Sefurity Agency
which lraditionally had responsibility for’
strategic sigint missions. With lhq growth
oof tactical radar threats facing Army heli-
‘copters and ‘ground troops, Army ‘com-

ECM protection for aircraft, but 1ack
depth of eclectronic warfare cxpcncncc
and channels for rapid acquisition of hos-
tile emitter data.

In Vietnam, Army helicopters relied on

radar-directed weapons, but in a Euro-
pean environment that may not be suf-
ficient. Helicopters may need-jammers 10
crowd into the narrow beam tracking ra-

Lock 3(11’»'1(\ invotves flights by the OV

_.along the weslern edges “of Warsaw Pact
borders, kezpin 5 tabs on radar activity.
The elint system probably monitors from

“detected, located, jammed or destroyed if

- acquisition. data to the highly lethal So-

dars 1o jam them Jlrn’ Sq‘da’ Eves and

other acquisition sensors will have to be

they are to be prevented from providing

o5 Aviation Week & Space

TM, Febroary 21.

1972

55

g




viet Gun Dish-directed, ‘quadruple 23-

mm. AAA guns cmployed by Warsaw-

Pact armies. The Army Secunity Agency
Beech RU-21s serve well for signal col-
_lections and for communicatioas jam-
.ming, but they may not be the appro-
priate choice for tactical radar jamming. -
Techniques arcunder investigation for -
dcnymg an engmy valid fuze information

QRC-527-1,
QRC-449 receiver 1o locate a threat It
will program into a field programmable
core-memory computer the best tech-
niques for use against given radars at cer-
tain condidons or whether jamming will
be necessary. The jammer .will be in-
structed. on the appropriate modulation
——Ltchmquc mcmwr-md—pfoctmrﬂml

Tor Tadar direced wcapons a5 a hnal ©r-

termeasure ~GTE—&
Sylvania has flight tested at Eglin AFB an
SA-2 Guideline fuze jammer, the QRC-
400, for which USAF sought 52.8 million

~_to build 45 units this year. Since Guide- -

line uses apair_of CW F-band irans-

~Tiitters which radiate conical patierns the”

distance of the missile’s lethal range, the.

- Sylvania jammer presumably senses these
signals beyond their proximity range and
generates false ‘returns for prematurely
causing warhead ignition. ITL Resecarch, ~
‘Northridge, Calif., has developed a 30-

pability that is adaptive. It accepts the re-

- . ceived signal and spreads it with Gaus-

sian noise in the designed bandwidth
. U.S. rescarch and development is
. probing countermeasures against the en-

tire gamut of SAM sensors and aids, -

-ranging from. ¢arly warning and acquisi-
tion radars, through tracking radars,

minewhat i -‘ke— qn—hnn \i‘ qnv ag nf“i. .

Loral will use a modified

’

aircraft’s onboard analog threat process-~
ing. For aircrafl not now equipped with
radar homing and_warning systems, the
receiving antennas, receivers and ana-
lyzer might be pod housed, even at a sac-
nfice in some threat coverage due to
shadowing from the airframe.

. As new threats were uncovered,
ar\mcs_mnnd_md are 11LCJ to contmuc

nient ws} of conntering them wuhout 5.
~

&3’)

In- QRC 527-2, Dalmo-Victor- will
marry a smal}: compm)-dcvclopcd, mod-
crite speed semiconducior memory pro-
cessor with its APS-109-receiving system,
—built Tor the Géneral Dynamics F-1117AS

in the Loral case, the amatyzer will exam-

ine threats and set the jammer for the

correct responsc. Air Force will evaluate
the two cfforts in its cléctronic environ-
ment simulator at Wright-Patterson AFB

- and in the General Dynamics electronic
1b., 0.5-cu. ft. fuze jammer with CW ca-

warfare environmental simulator at Ft

Worth, then pick one for flight cvaj- s

- uation.

Long-Range Implications
Dalmo-Victor also is working under

tri-service QRC-7206 1o analyze the ap-

_ plicability of the processor. 1o all radar
homing and warning systems-in military

. _where much previous work- was_done.  inventory The. long-range implications -

e tial-radar-destruction:

guidance links and fuzes. In the future, as
expense permits, ECM may be employed
in parallel against multiple sensing d=
vices 2 'defense employs, rather than con-
centrating so heavily on trackingTadars.
General Electric, GTE Sylvama and
Wcstinghous’c are investigating tech-
niques for deceiving Soviet airborne

~ warning and control (SUAWACS) radar

-for the Air Force. Wcslmzhousc also is

__exploring countermeasures against termi-

nal threats under USAF contract ~

Thc SCerCCS arc apt to StCP up cmp_ha-.

" sis on the ultimate countermeasure—ac-
Apmests e
viet radars continues to ascend. This
accounts for accelerated work on _anti-
radiation seekers for missiles and un-
powered ordnance and their adaptation
to anti-air, as well as air-to-ground roles.
SUAWACS and Foxbat MiG-23's Jay
Bird radar are initial airborne targets.

_ To makE more cfficient use of limited
aircraft jamming power, USAF is prepar-

~ing to-test “power management” concepis

cmploying a digital analyzer or processor
1o analyze threats detected by a receiver

. and direct appropriate jamming respomss.

This is a move toward the truly adaptive
ECM system. Companies at work on
analyzers or their applications include

Bunker-Ramo, Dalmo Vlctor _Loral aud e

for power management concepts, as well
as completelycomputer controlled sys-
tems could undermine the prommcm
place the electronic warfare operator has
traditionally held, particularly as signal
environments become more dense and
the time to respond shrinks,

The power management concept could
find application in USAF’s latest tactical
pod ECM set, the QRC-559, now in com-
petition among Hughes Aircraft, West-

tensive aircraft modification. The more
threat insensitive new systems may lessen
the pod Tole somewhat, but where known
-threats are antcipated, extra dedicated
pods are expected to ‘continue to fill an
1mp0nam gap.

Air_Force cxpccts the quick reaction
“programs to remain with ECM for the in-
. definite future, as long as threats change
or react to ECM. For tactical aircraft, this
invests the_pod with special prominence.,
How much shifting occurs is evident with
USAF’s main jamming pod system, the
Westinghouse QRC-335 serics.

The original QRC-335A contained a

_single; aft-facing S/C straddle band jam-

mer. It was followed by the QRC 335-3
with fore and aft straddle bandj jammers,
followed by the dash four version, which,
Air Force says added an. X-band jammer.
Newer versions include the QRC-335

“dash 6 dash 8 and now-dash-10..The.. ... -u

QRC-335-8 upgrades the series so it is.
equivalent to the QRC-522 jamming sys-
tem Westinghousc is now producing un--

der contracts in excess of $50 million. The

QRC-522 covers three “bands” and has a -

single driver with dual outputs in one or
two bands 10 provide a modest dual
mode, noise and deception output.

Newer jamming systems are no longer .

noise or deccption varieties, but combine
clements of both by having noise plus re-

~inghouse; ~ General—Electric—Ray: {hcon-‘pcatcrAc}lai_ns.-_Mﬂdulatchoisc,- dntro-

: and Sanders_Assodiates. In this instance,
the processor would be housed in the

stal]cd on the aircraft, but bypassing the

Philco-Ford.
In OUC DQWCI manlwcmcr‘t act!\*

kb

USAF has parallel efforts to cvaluate
power management techniques with a
Westinghouse QRC-335 jammer. In

nMWWMCMD as

duces_what is called-*
. modulated noise appropnatcly narrowed

‘smart’” noise and

“smart- sman noise.’

B

!.&apzhn fure jammer dawioood by ITL Research for the Air Force wetghs 30 Ib., occupxes
0.5 cu. it. of spacse. It accepts the received signal and spreads it with Gaussian noise.

Avaation Week & Spacs Tachnoicgy, Fe&uary 21,
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Grumman OV-1D Mohawk, one of the few Army aircratt currently

aircraft also has an Itek APR-25 radar warning system, with an-

equipped with self-protective ECM countermeasures, has GTE Syi-
vania ALQ-67 fuze jammer (A) and Hallicrafters racar noise jammer
(B). both directed against Saviet SA-2 surface-ic-air missiles The

tennas on tail (C) and wing tips. Other visible equipment includes
cigar-shaped Motorola side-looking radar and a photoflash pod
near the radar jammer for use with belly-mounted pan camera.

originally planned as a joint single pod
Sanders-EOS microwave/infrared coun-
termeasures system.

®_Field tests by the Army of Avco Sys-
tems Div.'s ALQ-107 acuve inirars
countermeasures s¢t. designed for heli-
copter protection. All of the ALQ-107's
electronics are housed within the helicop-
ter, while the modulated cesium infrare
source is in a fairing beneath the vehicle.
An carlier pod-mounted Avco system. the
ALQ-104, was evaluated by the Army
and is being tested by the Navv and Air
Force. It is intended for the Grumman
OV-1. McDonnell Douglas F-¢ and LTV
Aerospace A-T7.

While infrared countermeast
tems have progressed to the pr
hardware stage. visual counterm
(V-CM) appear to be several v
hind. A V-CM demoastration

lamp for protecdng an ai
bricfly. blind or deceive
at the' ¥¥ficle when ope
Known rifes thatedv de
of visually-aimed weapo

developed by Electro-Optical Svstems for
the Air Force which i3 conducting its
V-CM optical countermeasures effort in
the Compass Ghost program. Managed

These range from firing infrared decoys
to changing the infrared signaturc of a
ship under attack by drenching it with
salt water from thec wash system origi-

from Wnghi-Patieson AFB.” Compass
Ghost embraces the entire gamut of opti-4
asures phenomena. simula-

venfication. Other or-
to be working in
Chicago Aenal, Systems
and Holobeam, Inc. The
- in infrared and visual
pulsed alkali vapor
Alr Force efforts for
infrared seeking
Ily-aided tracking de-
aft also is under con-
to the Air

13
cal counterm

Force.
pments of 2 high in-
CM set are expected

78

nally infended to cléansé The vessels ol
nuclear debris. Virginia Research Inc. is
doing conceptual work on airbormne in-
frared electronic warfare systems.

Air Force is exploring a widening spec-
trum of countermeasures techniques
against visual and infrared threats. It s
looking into countermeasures against:

= Laser fuzes which USAF deployed
in the Hughes AIM-4H infrarcd-guided
air-to-air missiles to enhance combat cf-
fectiveness  during  severe mancuvers.
These carly fuzes cmploy gallium ar-
senide proximity devices. :

" Next gencration of infrared missiles.

» Multi-color or multiple-line infrarcd
scekers. -

To counter anticipated Soviet deploy-
ment of lascr-aided weapons, Air Force
and Army are investigating countcr-
measurcs against lascr designation
weapon systems, as well as counter-coun-
termeasures. GTE Sylvania is in the

Aviation Week & Spaca Technology, February 21, 1972
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; jamming ! : |
Cefirm Scavenger . Communications Study { RU-21
| code breaking IS .
AGTELIS f Emitter location and  Bunker-Ramo Design ! Automatic ground

transportable emit-
' ter location and di-
rection finding

midst of a year-long theoretical study for
the Army of the vulnerability to ECM of
its laser target designation system. The
company is doing a similar study for laser
rangefinders. - .

Martin Maricta is studying for USAF
techniques for detecting and warning of
laser ranging. Elsewhere. a technique for
detecting narrow laser beams without ac-
tually having a sensor dircetly intercept
the main beam has been demonstrated.
USAF's laser countermeasures interest
spans the finite laser optical spectrum.
covering ‘visual beams, such as red ruby
laser rangefinders, to the infrared 1.06
micron neodymium (designators/range-
finders) and 10.6 carbon dioxide. Lasers

may be au)wphb'}'t“l'o—dt‘ i appre—
ciable ranges by passive microwave tech-
niques because of impulses’ emitted by

Countering first-generation laser desig-
nators and rangefinders may not be t0o
difficult. An enemy’s choice of operating
frequency. or wavelength. is far more
constrained than itis in the RF range. If a
defense knows it is within acquisition
range and field of view of a warhead with
a known laser acquisition device., it could
direct higher powered laser light against a
harmless target to decoy the warhead's
seeker. The first counter-countermeasure
to this technique, which USAF is explor-
ing (AW&ST May 3. 1971, p. 48) with its
Pave Penny program. is to synchronize
the seeker with a timed pulse. perhaps a
coded pulse train. If the seeker misses the
code. it might be programed to continue
fiight on the—same coume Army-also
plans to code its standard laser range-
finder/designator slated for armed heli-

their pumping devices.
There is belief that more effective in-
frared countermeasures against passive
seekers may await substitution of co-
- herent laser sources for incoherent lamps.
until now a primary active source in in-
frared countermeasures systems. The
higher output energy and greater energy
density, if properly aimed. might saturate
or burn out optical sensors. TRW Sys-
tems hopes to probe into counter-
measures against infrared seekers. It
plans to run tests for the Navy to deter-
mine susceptibility of electro-optical de-
vices to techniques using laser sources
possibly high-power chemical lasers
which it has begun to develop separately.
The chemically-pumped hydrogen fud-

copters. :

Rangefinders might be cspecially vul-
ncrable to repeater deception. If an air-
borne rangefinder uses a last pulse return
logic, to preclude false target indications
from cloud retums, the deception re-
peater could transmit late pulses. Because
range is determined simply from the two-
way pulse transit time. the laser range-
finder would report greater than actual
distance.

If the laser system transmits repetitive
pulses. ranging. for instance. on the ffth
pulse. and designating targets on all
pulses. it may be possible to determine
the thythm of an enemy's syvstem and set
2 iramsponder to anticipate the ranging
pulse. In this manner. a tansponder

delaying weapon release if there are short
range limits. If the enemy is at long range

“~and gets a short range indication, he

might fire prematurely his sceking
weapon outside the actual weapon range.

To protect itself against laser directed
weapons, a target probably would have to
be covered with wide field of view sen-
sors, akin to RF warning antennas ap-
pearing in staggering numbers on tacti-
cal/strategic aircraft. Its transponder
could be a wide angle receiver with a 27
steradian beam.

For simple, usually more difficult to
deceive systems, concentrating large °
amounts of optical energy to burn out an
enemy’s imaging devices or temporarily
overloading his preamplifiers might be
the appropriate recourse. The more so-
phisticated and complex systems, with ex-
tensive automatic features, would be
more subject to deception:

Carbon dioxide laser thermal weapons
in which the beam itself is a weapon, not
simply a target pointing mechanism or
measuring tool, pose a different magni-
tude of problem. As protection against
radiation weapons, an obvious but para-
doxical stratagem is use of highly reflec-
ting surfaces on a target. Yet in a military
environment it is difficult to avoid corro-
sion of reflecting surfaces from dust and
sand on a tank. for cxample, or pollu-
tants, dust. gravel, ctc., on an aircraft sur-
face. : z

Furthermore, a well-protected, poor
radiation weapon target would be a good
radar target and vice versa. For instance,
an aircraft with shining metal Surface
would be an excelient condictor, hence
have a high radar signature, a character-

_ride laser radiates light at' 2.3 10 3 mi- could transmit a deceptive range pulse
croms, the region of peak response for  back woward e U TIRmY'S imser range-
certain' wide]y used infrared deteciors. finder/designator. deceiving the laser de-
Iike g sTinde. i ViCe IGI0 TEPOTUng 2 shoti. 12I5¢ TADgE.
ba §

1suc ECM planners have Tong sought o
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